bernetes
Securlty
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Building Secure & SRE Hierarchy

Reliable Systems

SRE and Security Best Practices

IT Security THE

DEVELOPER'S
CONFERENCE

Heather Adkins, Betsy Beyer,

Paul Blankinship, Piotr Lewandowski,
Ana Oprea & Adam Stubblefield ge up




SRE Hierarchy

Product

/ Development \
/ (apacity Planning \
/ Testing + Release procedures \
/ Postmortem / Root Cause Analysis \

/ Incident Response

\

’ / Monitoring

A\

O'REILLY"

Site
Rehablhty
Engineering

HOW GOOGLE RUNS PRODUCTION SYSTEMS

Edited by Betsy Beyer, Chris Jones,
Jennifer Petoff & Niall Murphy
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IT Security

Practical
Cloud
Security

Chris Dotson

Detensive 1
SECurity
Handbook

BEST PRACTICES FOR SECLIRIMG INFRASTRUCTLIRE

Lee Brotherston & Amanda Berlin

Enlist your Protect your assets
employees in the fight according to the

against breaches value at risk

Ensure
buy-in
from top
management

Establish an

information security

roadmap with a
balanced budget getup
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kube-hunter
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Kubernetes

Security

How to Build and Operate Applications

Liz Rice & Michael Hausenblas

@ Scan me
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Kubernetes

Security

How to Build and Operate Applications
Securely on Kubernetes

Liz Rice & Michael Hausenblas

kube-hunter
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Possible Attacks Cluster

Node

Access to machines/\{Ms ——» Access to etcd API

"
A% . I

*% , DIY Pen-Testing for Your Access via Kubernetes g i
77, Kubernetes Cluster APl or proxy I Control-plane components

& Liz Rice, Agua Security i
I

Node
bl Kubelet I

Pod

.'-|' ‘-ﬁ é (Container

Intercept/modify/ inject
control-plane traffic

Access via Kuelet API

Escape container to host < Application

o & . through vulnerability or
l "d..l..' P¢ 8 volume mount

Intercept/modify/inject
application traffic

Exploit vulnerability
in application code getup




: networking.k8s.1io/v1
: NetworkPolicy

: test-network-policy
: default

Ingress
Egress

Any container

: 172.17.0.8/16

- 172.17.1.0/24

A P . .
ANy container :
Y : myproject

namespace: bar ) : frontend
: TCP

any pod * - e e 5 [
THE
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: 10.0.0.0/24

getup
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Init Container of vault-env

Vault Vaults env:
Webhook - name: AWS_SECRET_ACCESS_KEY
value: vaultsecret/data/accounts/aws#AWS _SECRET_ACCESS_KEY

In-Memory Volume

Vault
— _
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Init Container of vault-env

Vault Vaults env:
Webhook - name: AWS_SECRET_ACCESS_KEY
value: vaultsecret/data/accounts/aws#AWS _SECRET_ACCESS_KEY

In-Memory Volume

Vault
— _
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' Vault

Webhook

Vault
HashiCorp
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ntainer-1 User Executable

env.

- name: AWS_SECRET_ACCESS_KEY

value; AKRQ2341B




Admission Control

OPA Work?

OPA Deep Dive How Do | Write
Tim Minrichs, Styra & Torin Sandall, Styra 2 P
Policies?

3 How Do | Test
Policies?
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> kubectl create -f ingress.yaml

Kubertnetes
AP Server

Authentication and Authorization

—

Admission Controllers

Mutating Validating

Admission Control

Policies
Context

Admission Contraller Input Cached Kubernetes Data

Open Policy Agent
Webhook Admission Controller




How Does

OPA Work?

" kind: : Request : .
i e O LTI e | - RS 5 kubectl create -f nginx.yaml .
. request: : T -0 L s D BT 1
object: :
metadata: : K8s API| Server
name: nginx-deployment @ (NN ...
spec: : 4
replicas: 2 I Query B aciblon et -allow: false
selector: : ‘reason: |
matchLabels: : . no costcenter label
app: nginx :
template: : U OPA
metadata: :
labels: :
app: nginx
Spec:

containers:
- name: nginx

THE
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image: nginx:1.7.9

; ............................................ | S getup




kubernetes.admission

data.kubernetes.namespaces

How Do | Write

Policies? denylnsq] {

input.request.kind.kind = "Pod"

input.request.operation "CREATE"

container = input.request.object.spec.containers[_]
contains(container.image, ":")

msg = sprintf("No tag in image-name %q", [container.image])

deny[msg] {
input.request.kind.kind "Pod"
input.request.operation - "CREATE"
container = input.request.object.spec.containers[_]
[image_name, image_tag] split(container.image, ":")
image_tag "latest"
msg = sprintf("Invalid image tag — using default latest tag %q", [container.image])

deny[msg] {
input.request.kind.kind = "Pod"
input.request.operation = "CREATE"
THE container = input.request.object.spec.containers[_]
; [image_name, image_tag] split{container.image, ":")
ECE)%EFLSRFEEJI}% reg_name split(image_name, "“/")
registry_name - reg_name[0]
whitelist = namespaces[input.request.namespace].metadata.annotations["registry-whitelist"]

getup contains{whitelist, registry_name)
sprintf("[WARN] Invalid registry host [%ql", [container.image,registry_name])




o The Rego Playground
How Do | Test St
Policies?

2 package kubernetes.admissio

import data.kubernetes.namespaces

#- if not tag in image-name

[msgl {
input . request. kind. kind = "Pod
input.request.operation = "CREATE

11 container = input.request.object.spec.conta
12 not contains{container.image, ":")

] = sprintf{"Mo tag in image-name %q”, [

[msgl {
input.request.kind. kind = "Fod

input.request.operation = "CREATE
21 container = input.request.object.spec.conta
[image name, image tag] = split({container.il

1", [ tainer.imagel)

: rontainerPort”: 86 @® Output C ESEiiids

gl {
wt . request. kind. kind =
Jut.request.operation - "CREATE
cainer = input.request.object.spec.containers[ ]
s name, image tag]l = splitl{container.image, ":")

# Evaluated package in 39.91 ps.

THE | 3
DEVELOPER'S e |4

CONFERENCE

getup

itelist = namespaces[input.reguest.namespace] .metadata.annotations[“registry-whitelist®]

[WARN] Invalid registry host [%q]", [container.image,registry namel}
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